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Who is Spencer

e |'m the Validation Layer Technical Lead at LunarG

o Extremely active in the Vulkan WG and specification maintenance

o Helped, with many others, in the development of the heap extension

e |spent the last few months building tooling for
VK_EXT_descriptor_heap

e |am on the Khronos Discord/Slack/Email

o Please always feel free to reach out if you ever have questionsl!!
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What is on the menu today?

e What is descriptor heaps
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What is on the menu today?
e TR

o Thanks to Hai you hopefully already know

m For those watching a recording, please see Hai's presentation first
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What is on the menu today?
e TR

o Thanks to Hai you hopefully already know
m For those watching a recording, please see Hai's presentation first

® A This talk assumes basic understanding of VK_EXT _descriptor_heap

o https://docs.vulkan.org/guide/latest/descriptor _heap.html
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My job today

1. Show the hard bugs you will encounter using heaps

2. How to use the Validation Layers to debug them all!
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Not just heaps

® Everything | talk about today also will work for VK_EXT_descriptor_buffer

e We support both the Mapping APl and “untyped”

o "untyped”== SPV_EXT_descriptor_heap == “SM 6.6 model”
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Coming to an SDK near you!

e We will be releasing the 14.357 SDK next weekl!
e Will have everything | will discuss today

e Can build Validation Layers from source if you can't wait
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The 3 phases of heaps development
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The 3 phases of heaps development
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The 3 phases of heaps development

e Understanding how the API works

e Probably lots of crashes
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The 3 phases of heaps development

: Porting
(to a different GPU)
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The 3 phases of heaps development

: Porting
(to a different GPU)

e Realizing you made bad assumptions around the property values

® Probably more crashes

KHRCONOS LUNA@G.

GGGGG



The 3 phases of heaps development

: Porting :
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The 3 phases of heaps development

: Porting :

e Mixing up buffer/images

e Should be no more crashes
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The 3 phases of heaps development

: Porting :

| ‘ Will need a tool
like RenderDoc or
What the Validation Layers can help with NSight
you today!
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The bugs you will have
with Descriptor Heaps

ROUP



The bugs you will have
with Descriptor Heaps

ROUP



Heap OOB

GPU memory
(heap)
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Heap OOB

GPU memory
(heap)
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Heap OOB

GPU memory
(heap)
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vkCmdBindResourceHeapEXT
Mark where the heap starts



Heap OOB

mapping.source = VK DESCRIPTOR MAPPING SOURCE HEAP WITH CONSTANT OFFSET EXT;
mapping.sourceData.constantOffset.heapOffset = large offset;

el i ‘---
SSBO blob UBO blob
(heap)
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Heap OOB

mapping.source = VK DESCRIPTOR MAPPING SOURCE HEAP WITH CONSTANT OFFSET EXT;
mapping.sourceData.constantOffset.heapOffset = large offset;

large_offset

el i ‘---
SSBO blob UBO blob
(heap)
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Heap OOB

mapping.source = VK DESCRIPTOR MAPPING SOURCE HEAP WITH CONSTANT OFFSET EXT;
mapping.sourceData.constantOffset.heapOffset = large offset;

large_offset

hosd
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Reserved Range

e Not all GPUs need this

e Common issue going from Intel/AMD to NVIDIA
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Reserved Range

GPU memory
SSBO blob UBO blob Reserved Range
(heap)
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Reserved Range

mapping.sourceData.constantOffset.heapOffset = large offset;

g |

GPU memory
SSBO blob UBO blob Reserved Range
(heap)
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Alignment

bufferDescriptorAlienment

1mageDescriptorAlignment

samplerDescriptorAlignment

GGGGG



Alignment

imageDescriptorAlignment

il et .-.-
Image blob Image blob Image blob
(heap)

Ox1000 Ox1030
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=32 (0x20)

Ox1060



Alignment

imageDescriptorAlignment

il et .-.-
Image blob Image blob Image blob
(heap)

0x1000 0x1030
array[O] array[1]
KHR NOS
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0x1060
array[2]



Alignment

imageDescriptorAlignment

il et .-.-
Image blob Image blob Image blob
(heap)

0x1000 0x1030
array[O] array[1]
KHR NOS
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=32 (0x20)

0x1060
array[2]



Descriptor Arrays

e Each mapping has different way to set stride
e Might use multiple bindings in a single mapping

e (Can be easy to get wrong

o Vulkan Guide entry has examples for youl!

m https://docs.vulkan.org/guide/latest/descriptor _heap.html
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Forgot to put descriptor in heap

el i ---
UBO blob
(heap)
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Forgot to put descriptor in heap

mapping.source = VK DESCRIPTOR MAPPING SOURCE HEAP WITH CONSTANT OFFSET EXT;
mapping.sourceData.constantOffset.heapOffset = 0;

el i ---
UBO blob
(heap)
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Forgot to put descriptor in heap

mapping.source = VK DESCRIPTOR MAPPING SOURCE HEAP WITH CONSTANT OFFSET EXT;
mapping.sourceData.constantOffset.heapOffset = 0;

el i ---
UBO blob
(heap)
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Or have the wrong descriptor type

mapping.source = VK DESCRIPTOR MAPPING SOURCE HEAP WITH CONSTANT OFFSET EXT;
mapping.sourceData.constantOffset.heapOffset = 0;

s~

-

i Lol I---
| Image blob UBO blob
GIEE])) .

should be a buffer
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Does this all sound a bit scary?
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Validation Layers has your back

Developer  vk_LAYER_KHRONOS_validation

(you)
KHRCONOS LUN/\R)G.
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The Validation Control Knob




Core Validation

e The default “standard” validation
e 14.341SDK has support for VK_EXT _descriptor_heap

o Have fixed various bugs since, so recommend using 14.357 SDK
e Will detect a lot of basic issues

e We have sprinkled many “hints” for common issues
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Core Validation - Main Weakness

e Only validates on the CPU

e All the hard checks | just mentioned will be missed
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The Validation Control Knob




GPU Dump

e Officially being released in this 1.4.357 SDK

e Supports 4 GPU Centric extensions

©)

©)

©)

VK_EXT_descriptor_heap
VK_EXT_descriptor_buffer
VK_KHR_copy_memory_indirect

VK_EXT_device_generated_commands
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GPU Dump

e Fills the gap between Core Validation and GPU-AV
e Similar to API Dump but

o Has the VVL mature state tracking
o Conciseness, only dumps extension specific information

o Can read contents of buffers
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GPU Dump - Descriptors

e At draw/dispatch time will dump
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Validation Information: [ GPU-DUMP ] | MessageID = Oxe5c5edci

vkCmdDrawIndexed(): [Dump Descriptor] (VkCommandBuffer Ox5faab93elae®, VkPipeline 0x550000000055, VkRenderPass 0x0)
vkCmdBindResourceHeapEXT last bound the resource heap to [0x300010000, 0x300010100) (no reserved range)
- VkBuffer 0x510000000051, size: 256 bytes, range: [0x300010000, 0x300010100)

vkCmdBindSamplerHeapEXT last bound the sampler heap to [0x300000000, 0x300000040) (no reserved range)
- VkBuffer 0x4f000000004f, size: 64 bytes, range: [0x300000000, 0x300000040)

Last bound pipeline: VkPipeline 0x550000000055 (VK _PIPELINE_BIND POINT_GRAPHICS)
Shader descriptors:

[VK_SHADER_STAGE_VERTEX_BIT] VkShaderModule 0x530000000053
- SPIR-V Set 0:

- SPIR-V Binding 0 ["ubo"]
- specified in pMappings[@] - VK_DESCRIPTOR_MAPPING_SOURCE_HEAP_WITH_CONSTANT_OFFSET_EXT
- heapOffset: Ox0, heapArrayStride: 64
- Resource Heap address: 0x300010000 + (descriptor_index * 64)
The final descriptor index at [2] will access [0x300010040, 0x300010080)
- Descriptor size: 64 (VK_DESCRIPTOR_TYPE UNIFORM BUFFER)

[VK_SHADER_STAGE_FRAGMENT_BIT] VkShaderModule 0x540000000054
- SPIR-V Set 1:

- SPIR-V Binding 0 ["textureImage"]

- specified in pMappings[1] - VK_DESCRIPTOR_MAPPING_SOURCE_HEAP_WITH_CONSTANT_OFFSET_EXT
heapOffset: 0x80, heapArrayStride: 64
Resource Heap address: 0x300010080 + (descriptor_index * 64)

The final descriptor index at [2] will access [0x3000100cO, 0x300010100)
- Descriptor size: 64 (VK_DESCRIPTOR_TYPE_SAMPLED_IMAGE)
- SPIR-V Set 2:

- SPIR-V Binding 0 ["textureSampler"]

specified in pMappings[2] - VK_DESCRIPTOR_MAPPING_SOURCE_HEAP _WITH_CONSTANT_OFFSET_EXT
heapOffset: Ox0, heapArrayStride: 32
Sampler Heap address: 0x300000000 + (descriptor_index * 32)

The final descriptor index at [2] will access [0x300000020, 0x300000040)
Descriptor size: 32 (VK_DESCRIPTOR_TYPE_SAMPLER)



- vkCmdBindResourceHeapEXT last bound the resource heap to [0x300010000, 0x300010100) (no reserved range)
- VkBuffer 0x510000000051, size: 256 bytes, range: [0x300010000, 0x300010100)

- vkCmdBindSamplerHeapEXT last bound the sampler heap to [0x300000000, 0x300000040) (no reserved range)
- VkBuffer 0x4f000000004f, size: 64 bytes, range: [0x300000000, 0x300000040)



- Shader descriptors:

[VK_SHADER_STAGE_VERTEX BIT] VkShaderModule 0x530000000053
- SPIR-V Set 0:
- SPIR-V Binding 0 ["ubo"]

[VK_SHADER_STAGE_FRAGMENT_BIT] VkShaderModule 0x540000000054
- SPIR-V Set 1:

- SPIR-V Binding 0 ["textureImage"]

- SPIR-V Set 2:
- SPIR-V Binding 0 ["textureSampler"]



specified in pMappings[@] - VK_DESCRIPTOR_MAPPING_SOURCE_HEAP_WITH_CONSTANT_OFFSET_EXT
heapOffset: Ox0, heapArrayStride: 64
Resource Heap address: 0x300010000 + (descriptor_index * 64)

The final descriptor index at [2] will access [0x300010040, 0x300010080)
Descriptor size: 64 (VK_DESCRIPTOR_TYPE UNIFORM_BUFFER)



GPU Dump - Descriptors

e Remember all those “hard” bugs shown before?

e GPU Dump can detect them!
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SPIR-V Binding 1 ["y"]

specified in pMappings[2] - VK_DESCRIPTOR_MAPPING_SOURCE_HEAP_WITH_INDIRECT_INDEX_ARRAY_EXT
pushOffset: 16, addressOffset: 0x4, heapOffset: 0x0, heapIndexStride: 1
pushData[16:23] = 0x642100000
indirectAddress: 0x642100004 (0x642100000 + 0x4 + binding offset)
- VkBuffer Oxf000000000f, size: 64 bytes, range: [0x642100000, 0x642100040)
Resource Heap address: 0x300000000 + (indirectIndex * 1)
indirectIndex values from buffer: [64, 128, 192, 256]
Descriptor size: 64 (VK _DESCRIPTOR_TYPE_STORAGE_BUFFER)
[WARNING] OUT OF BOUNDS - descriptors indexes at [3] will be invalid if accessed
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Mapping API info

- specified in pMappings[2] - VK_DESCRIPTOR_MAPPING_SOURCE_HEAP WITH_INDIRECT INDEX_ARRAY EXT
- pushOffset: 16, addressOffset: 0x4, heapOffset: 0x0, heapIndexStride: 1
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read from the PushConstant data

- pushData[16:23] = 0x642100000
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read the indirect buffer data

- indirectAddress: 0x642100004 (0x642100000 + O0x4 + binding offset)
- VkBuffer OxfO00000000f, size: 64 bytes, range: [0x642100000, 0x642100040)
- Resource Heap address: 0x300000000 + (indirectIndex * 1)
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help describe descriptor arrays

- indirectIndex values from buffer: [64; 128, 192, 256]
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provides a warning

- [wARNING] OUT OF BOUNDS - descriptgrs indexes at [3] will be invalid if accessed
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- [WARNING] RESERVED RANGE - this descriptor overlaps with the reserved range and any access will be invalid

- [WARNING] MISALIGNED - the heap address is not aligned to minUniformBufferOffsetAlignment (64) and any access to this descriptor will be invalid

- [WARNING] PUSH DATA - [8:15] has not been set by vkCmdPushDataEXT and the value being read is undefined



GPU Dump - 3 Weakness

l.  Memory can be updated between a draw and when accessed on the GPU.
2. Things are only invalid if accessed

3. Can't view non-Host Visible memory
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GPU Dump

e Will only give warning, never errors
e Caught many issues while for VVL and CTS test

e Provides a visualization of all the memory and pointer math
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Vulkan Configurator 3.5.0-20260511

Vulkan Drivers Application Launcher Diagnostics Docu

v VK_LAYER_KHRONOS validation:

Latest - /home/fricke/github/Vulkan-ValidationLayers/build/layer

GPU Dump Only Preset
» CPU Centric Validation
v GPU Centric Validation
’ GPU Assisted Validation (GPU-AV)
GPU Dump
v| Dump Descriptor Heap/Buffer
V| Dump VK_KHR_copy_memory_indirect

v| Dump VK_EXT_device_generated_commands

Redirect all GPU Dump to stdout
Descriptor Hashing
v Debug Printf
» Debug Action

¥ Message Severity
Info

v | Warning
Performance

Error




Vulkan Configurator 3.5.0-20260511

Vulkan Drivers Application Launcher Diagnostics Docu

v VK_LAYER_KHRONOS validation:

Latest - /home/fricke/github/Vulkan-ValidationLayers/build/layer

GPU Dump Only Preset
» CPU Centric Validation
v GPU Centric Validation
’ GPU Assisted Validation (GPU-AV)
GPU Dump
v| Dump Descriptor Heap/Buffer
V| Dump VK_KHR_copy_memory_indirect

v| Dump VK_EXT_device_generated_commands

Redirect all GPU Dump to stdout
Descriptor Hashing
v Debug Printf
» Debug Action

¥ Message Severity
Info

v | Warning
Performance

Error

Preset ready to use



Vulkan Configurator 3.5.0-20260511

Vulkan Drivers Application Launcher Diagnostics Docu

v/ VK_LAYER_KHRONOS _validation:
Latest - /home/fricke/github/Vulkan-ValidationLayers/build/layer
GPU Dump Only Preset
» CPU Centric Validation
v GPU Centric Validation
’ GPU Assisted Validation (GPU-AV)
GPU Dump
v| Dump Descriptor Heap/Buffer
V| Dump VK_KHR_copy_memory_indirect
v| Dump VK_EXT_device_generated_commands
Redirect all GPU Dump to stdout
Descriptor Hashing
v Debug Printf
» Debug Action

¥ Message Severity

info warning will only print if

v Warning - .
Performance Wa rn] ng ]S fOU nd

Error




Vulkan Configurator 3.5.0-20260511

Vulkan Drivers Application Launcher Diagnostics Docu

v VK_LAYER_KHRONOS validation:

Latest - /home/fricke/github/Vulkan-ValidationLayers/build/layer

GPU Dump Only Preset
» CPU Centric Validation
v GPU Centric Validation
’ GPU Assisted Validation (GPU-AV)
GPU Dump
v| Dump Descriptor Heap/Buffer
V| Dump VK_KHR_copy_memory_indirect
v| Dump VK_EXT_device_generated_commands
Redirect all GPU Dump to stdout
Descriptor Hashing
v Debug Printf
» Debug Action

¥ Message Severity
Info

v | Warning
Performance

Error

info will print every time
(more like APl dump)



The Validation Control Knob

k_No Validation




GPU Assisted Validation

e Also known as GPU-AV
e Will do validation on the GPU during vkQueueSubmit

e Much more expensive

o  We have to instrument your SPIR-V shaders

o We allocate our own GPU memory
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Vulkan Configurator 3.5.0-20260511

Vulkan Drivers Application Launcher Diagnostics

v/ VK _LAYER _KHRONOS validation:

Latest - /nhome/fricke/github/Vulkan-ValidationLayers/bui
GPU-Assisted Validation (GPU-AV) Preset

» CPU Centric Validation

¥ GPU Centric Validation

Safe Mode
Force on robustness features
» V| Shader instrumentation
Ray tracing buffers consistency
» GPU Dump
Descriptor Hashing

Debug Printf

KHRE ONOS

GROUP




Vulkan Configurator 3.5.0-20260511

Vulkan Drivers Application Launcher Diagnostics

v VK_LAYER_KHRONOS validation:

Latest - /nhome/fricke/github/Vulkan-ValidationLayers/bui
GPU-Assisted Validation (GPU-AV) Preset

» CPU Centric Validation

¥ GPU Centric Validation

Safe Mode
Force on robustness features
» V| Shader instrumentation
Ray tracing buffers consistency
» GPU Dump
Descriptor Hashing

Debug Printf

KHRE ONOS

GROUP

Preset ready to use



GPU Assisted Validation

e GPU-AV i1s not new

e Butthe 14.357 SDK we will now support Descriptor Heaps!
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2 reasons to use GPU-AV

1. It will detect all the things GPU Dump does, but as real errors
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Validation Error: [ VUID-vkCmdDispatch-None-11309 ] | MessageID = 0x9fd1d538
vkCmdDispatch(): [Set 0, Binding 1, Variable "ssbo"] descriptor index 3 is accessing the
resource heap at offset OxcO (address 0x3000000c0) which is 00B of the heap memory.

Mapped with pMapping[®] with VK DESCRIPTOR_MAPPING_SOURCE_HEAP WITH CONSTANT OFFSET EXT
- heapOffset = 0x0

- heapArrayStride = 64
Descriptor type: VK DESCRIPTOR_TYPE STORAGE BUFFER, size 64
The resource heap was bound at [0x300000000, 0x300000080) (size of 128 bytes)
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vkCmdDispatch(): [Set 0, Binding 1, Variable "ssbo"] descriptor index 3

KHRCONOS



i1s accessing the
resource heap at offset OxcO (address 0x3000000c0) which i1s 00B of the heap memory.
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Mapped with pMapping[@] with VK DESCRIPTOR_MAPPING_SOURCE HEAP_ WITH CONSTANT OFFSET EXT
- heapOffset = 0x0
- heapArrayStride = 64

Descriptor type: VK DESCRIPTOR_TYPE STORAGE BUFFER, size 64
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The resource heap was bound at [Ox300000000, 0x300000080) (size of 128 bytes)
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2 reasons to use GPU-AV

1. It will detect all the things GPU Dump does, but as real errors

2. It can prevent your crashes!
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Two types of GPU-AV users
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Two types of GPU-AV users

1. Those who are getting VK_ERROR_DEVICE_LOST
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Two types of GPU-AV users

1. Those who are getting VK_ERROR_DEVICE_LOST
2. Those who are not getting VK_ERROR_DEVICE_LOST
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Vulkan Configurator 3.5.0-20260511

Vulkan Drivers Application Launcher Diagnostics

v VK_LAYER_KHRONOS validation:

Latest - /nhome/fricke/github/Vulkan-ValidationLayers/bui
GPU-Assisted Validation (GPU-AV) Preset

» CPU Centric Validation

¥ GPU Centric Validation

Safe Mode
Force on robustness features
» V| Shader instrumentation
Ray tracing buffers consistency
» GPU Dump
Descriptor Hashing

Debug Printf

KHRE ONOS

GROUP

off by default



Safe Mode

e Will do everything we can to prevent crashes

o Discard bad writes
o Load zero instead of bad reads
o Etc

e Will be much slower
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A\ We need 8 bytes of push data £\

(*GPU-AV + VK_EXT descriptor _heap)
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KHR

A\ We need 8 bytes of push data £\

We take the last 8 bytes of Push Data (Push Constants)

o GPU-AV has a buffer for reading/write in the shader, we use these 8 bytes
for the VkDeviceAddress to it

Known limitation... sorry

Active discussion inside Working Group how this can be fixed

o Might be something fixed in a future VK_KHR_descriptor_heap
o Might be a VK_EXT_debug_descriptor_heap
o .. still early and need to fully grasp problem/solution space

We have some potential workarounds, but will have
compromises and likely not the default setting
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The Validation Control Knob




Vulkan Configurator 3.5.0-20260511

Vulkan Drivers Application Launcher Diagnostics

v VK_LAYER_KHRONOS validation:

Latest - /nhome/fricke/github/Vulkan-ValidationLayers/bui
GPU-Assisted Validation (GPU-AV) Preset

» CPU Centric Validation

¥ GPU Centric Validation

Safe Mode
Force on robustness features
» V| Shader instrumentation
Ray tracing buffers consistency
» GPU Dump
Descriptor Hashing

Debug Printf
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Descriptor Hashing - The final boss

e The hardest check to validate is if your descriptor is “valid”
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Descriptor Hashing - The final boss

e The hardest check to validate is if your descriptor is “valid”

s S -
uninitialized wrong blob
GIEE])) ? ?

garbage Wrong descriptor type
(image vs buffer)
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vkWriteResourceDescriptorsEXT(data, UNIFORM_BUFFER)

CPU
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vkWriteResourceDescriptorsEXT(data, UNIFORM_BUFFER)

l

CPU
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vkWriteResourceDescriptorsEXT(data, UNIFORM_BUFFER)

l

l

uint64_t key

CPU
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CPU
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uint64_t key
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layout(set = 0, binding = 0) buffer SSBO {
uint data;
} buf;

void main() {
buf.data = 42;

}



layout(set = 0, binding = 0) buffer SSBO {
uint data;
} buf;

void main() {
buf.data = 42;

}
\J
Descriptor address = Ox1000

GPU

Hash Map
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Ox1000  0x1020

Descriptor Heap

Descriptor address = Ox1000

GPU

Hash Map
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0x1000

0x1020

Descriptor Heap

Descriptor address = Ox1000

GPU

Hash Map
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Ox1000  0x1020

Descriptor Heap

¢ Descriptor address = Ox1000

uinte4_t key S

Hash Map
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uinte4_t key

GGGGG



if (map.find(key)) {

KHRCONOS
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Descriptor Hashing

e Suggestion to turn on as last attempt to debug

o  Will be a lot more memory and extra performance overhead

e Will work for both GPU-AV and GPU Dump
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Descriptor Hashing has debug names!

e You can provide a debug name to your descriptor

e Uses same VK_EXT_debug_utils extension
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VkDebugUtilsObjectNameInfoEXT debug_obj_1info;
debug_obj_info.objectHandle = 0;
debug_obj_info.objectType = VK_OBJECT_TYPE_UNKNOWN;
debug_obj_info.pObjectName = "My Buffer";

VkResourceDescriptorInfoEXT descriptor_info;
descriptor_info.pNext = &debug_obj_1info;

vkWriteResourceDescriptorsEXT(&descriptor_info);

GGGGG



VkDebugUtilsObjectNameInfoEXT debug_obj_1info;
debug_obj_info.objectHandle = 0;
debug_obj_info.objectType = VK_OBJECT_TYPE_UNKNOWN;
debug_obj_info.pObjectName = "My Buffer";

VkResourceDescriptorInfoEXT descriptor_info;
descriptor_info.pNext = &debug_obj_1info;

vkWriteResourceDescriptorsEXT(&descriptor_info);

- SPIR-V Binding 1 ["B"]

- specified in pMappings[1] - VK_DESCRIPTOR_MAPPING_SOURCE_HEAP_WITH_CONSTANT_OFFSET_EXT

- heapOffset: 0x40, heapArrayStride: 0

- Resource Heap address: 0x300000040

- Descriptor size: 64 (VK_DESCRIPTOR_TYPE_UNIFORM_BUFFER)

- [WARNING] WRONG DESCRIPTOR - At 0x300000040 expected a VK_DESCRIPTOR_TYPE_UNIFORM_BUFFER descriptor,
. but instead found a descriptor for: VK _DESCRIPTOR_TYPE_STORAGE_BUFFER, VkBuffer Oxf000000000f, size: 64 byt
es, range: [0x642100000, 0x642100040) [My Buffer] <«




Most likely to hang the GPU

Summary RN - -
iDescriptor
A 1 Hashing
Overhead

GPU
Core Validation . Dump
1 (warnings*)
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Validation coverage
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